Device Security for Returned MFDs
The security of information and data saved or stored on the
hard drives of machines that are sold or leased by MBM is
the responsibility of the customer. We strongly recommend
that our customers take steps to ensure that the security of
sensitive information is not compromised, and we
encourage our customers to initiate an HDD format
while still in possession of the system.
MBM can provide assistance to customers in their efforts to
reduce the risk of a security breach involving data stored on
the hard drives of MBM-sourced units in situations where
leased machines are turned back in to MBM and/or when
machines are traded in to MBM on a new purchase or lease
transaction. On all MBM-sourced units that are traded in to
MBM with a clear title or that are returned as the property
of the leasing company, MBM will erase the document storage, including address books and mailboxes, using HDD
format, as soon as practicable, usually within 24 hours of
receipt of the unit in our warehouse. There is no charge for
this service; however, the customer should be aware that
while erasing the hard drive does reduce the risk of a data
security breach, it does not completely eliminate that risk.
Alternatively, and as a means of ensuring better control over the security of stored data, the customer may have
MBM remove the HDD so that the customer may retain it and the data stored on it within its possession, custody
or control. At the written request of the customer, the HDD unit will be removed from the equipment upon its
return to MBM’s warehouse. The HDD unit will then be shipped to the customer, typically within 72 hours of its
removal from the MBM-sourced unit. This will be a chargeable service at a rate determined by MBM.
If the customer prefers, MBM will remove the HDD at the customer site, at the customer’s request, as a time and
materials service. MBM offers several device security options that will provide data security throughout the life of
the product and we encourage use of these options where security is of concern.
For units branded other than Xerox, Konica Minolta, Kyocera, Canon, or Samsung, MBM is not able to assist
the customer as described above. It is the customer’s responsibility to make alternative arrangements for
safeguarding the security of sensitive data.
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Device Security Request Form
I request that MBM remove the hard drive from my multi-function device. I understand that the following
charges apply to hard drive removal:
• On-site hard drive removal — $215.00 for the first machine
• Each additional machine at the same location — $125.00 per machine
• Hard drive removal at the MBM shop — $125.00 per machine
Hard drives removed in the MBM shop will be shipped to the address below:
Company Name: ____________________________________________________________________
Customer Address: __________________________________________________________________
City: _____________________________________________ State: _________ ZIP: _______________
Authorized By (please print): __________________________________________________________
Authorized Signature: ____________________________________________ Date: _______________
If you have any questions about hard drive removal or shipping, please contact our customer service
department at (920) 997-3404.
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